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Disclaimer: This sample policy is for informational purposes only and does not constitute legal advice. It is a generic template that may not suit your specific circumstances and should therefore be customized to fit your company’s key security risks, specific business needs, and internal processes. Before adopting or revising this policy, you should consult legal counsel and security professionals to ensure conformance with all applicable laws and current security best practices. The use of this policy is solely at your own risk. Under no circumstances shall Trusted Partner Network, LLC (or any affiliated person(s)) be liable for any damages, claims, losses, or any other cost whatsoever arising out of the use of this policy or any part thereof.
© 2025 Trusted Partner Network, LLC. 

Contents
1. Objective
2. Scope
3. Policy Objectives
4. Security Management
5. Data I/O Workflows and Systems
6. Application Configuration Guidelines
7. Training and Awareness
8. Third-party Data Handling
9. Document Security Classification
10. Non-compliance
11. Responsibilities
12. Schedule
13. Change Log

[bookmark: Objective]1. Objective
The objective of this policy is to establish and maintain a secure framework for the use, development, and management of Artificial Intelligence (AI) and Machine Learning (ML) applications, datasets, network infrastructure, and systems.

[bookmark: Scope]2. Scope
This policy applies to:
· [bookmark: _Int_ZT1oxE5w]All organization employees and subcontracted third-parties using AI/ML applications or systems for client content data handling.
· In-house developed and third-party licensed AI/ML solutions, tools, datasets, and algorithms.
· AI/ML data input/output workflows, infrastructure, and supporting technologies.

[bookmark: PolicyObjectives]3. Policy Objectives
· Protect sensitive data during AI/ML processing, workflows, training, or associated usage.
· Ensure AI/ML applications are deployed securely and in compliance with local laws, regulations, agreements, and client policy.
· Enforce secure workflows for data ingestion, training, fine-tuning, and deployment.
· [bookmark: _Int_bS8bWcIu]Maintain accountability through audit trails, monitoring, and client approvals.

Establish and regularly review documentation policies that address:
· Business reasons for AI/ML.
· Scope and usages of AI/ML.
· Identified and potential risks and impacts.
· Description and sources of training data.
· Algorithmic methodology.
· Description of output data.
· Testing and validation results.
· Down- and up-stream dependencies.
· Plans for deployment, monitoring, and change management.
· Stakeholder engagement plans.
· Verify documentation policies for AI systems are standardized across the organization and remain current.
· Establish policies for a model documentation inventory system and regularly review its completeness, usability, and efficacy.

4. Security Management
To maintain security management that meets the MPA Content Security Best Practices, establish and regularly review a policy for AI/ML Security Management for in-house developed or third-party licensed AI/ML that includes:
· Applicable AI/ML content and applications
· Risks identified and managed, including security controls associated with changes to datasets, applications, network infrastructure, and systems.
· Established frameworks such as the NIST AI Risk Management Framework can be used as a basis.
· Steps to obtain client approval for AI/ML application or tool use.
· A workflow to review data sources and data integrity before use of the AI/ML system.
· The use of internally managed and sandboxed Large Languages Models (LLMs).
· Outlining appropriate usages for AI/ML datasets.
· Tailored training programs for use of AI/ML applications, based on job responsibilities.
· Accordance with local laws, regulations, agreements, and client policy when using AI/ML data.

The organization should also include AI/ML in the Acceptable Use Policy documentation. 

5. Data I/O Workflows and Systems
As part of the usage of AI/ML data, to meet the MPA Content Security Best Practices, establish and regularly review a workflow and process for AI/ML Data I/O Workflows and Systems that includes:
· Scanning of all pre-trained Large Language Models (LLMs), datasets, and models from public repositories before use to prevent the importing of malware or unwanted data.
· Steps to obtain written client consent if content data is used for training or fine-tuning AI models or ML algorithms.
· Import all pre-trained Large Language Models (LLMs) into a private cloud before use.
· Employ real-time monitoring for machine learning functionality deviations.
· Maintain audit trail of data set usage and associated assets per logging retention.

6. Application Configuration Guidelines
When employing AI/ML applications, to meet the MPA Content Security Best Practices, source and apply secure Application Configuration Guidelines provided by the licensor to configure applications used on configured corporate systems, that include:
· Applying configuration guidelines to host and guest OS.
· Administer application-level encryption and access control for sensitive user data.
· Completing a model card or equivalent for each AI/ML application in use.

7. Training and Awareness

As part of the organization’s Training & Awareness policy, include the following processes and workflows as applicable:
· Training on AI/ML risks, security best practices, and use for all relevant employees.
· Require employees to undergo specialized training based on their role in the organization and their role in content data handling.
A Training & Awareness policy document template is available in the TPN Partner Resources Center.

8. Third-party Data Handling
If the organization subcontracts content data handling or the use of AI/ML technologies to a third-party for client projects, agreements should adhere to the Contracts & SLA Best Practices outlined in the MPA Content Security Best Practices Control OR-3.4 in addition to any applicable AI/ML security controls outlined in the MPA Content Security Best Practices. 

9. Document Security Classification
Company Internal (please refer to the organizational policy or templates provided in TPN Partner Resource Center).

[bookmark: NonCompliance]10. Non-Compliance
[bookmark: _Int_zFKxcyJN]Compliance with this policy can be verified through various methods, including but not limited to automated reporting, audits, and feedback to the policy owner. Any staff member found in violation of this policy may be subject to disciplinary action, including termination of employment or contractual agreement. The disciplinary action shall depend on the extent, intent, and repercussions of the specific violation. 
[bookmark: Responsibilities]11. Responsibilities
The organization shall designate a representative to oversee AI/ML security practices, controls, policies, processes, and workflows. Supporting functions, departments, and staff members shall be responsible for implementing the relevant sections of the policy in their area of operation.

[bookmark: Schedule]12. Schedule
This document will be reviewed regularly at a cadence defined by the organization or after significant changes to infrastructure, systems, or key processes.

[bookmark: ChangeLog]13. Change Log
Changes to this document are logged below:
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