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[bookmark: Objective]1. Objective
The objective of this Risk Management Policy is to establish a comprehensive framework for identifying, assessing, mitigating, and monitoring risks that could impact the organization’s ability to achieve its objectives.
This policy requires the implementation of systematic risk assessment processes to identify potential threats, vulnerabilities, and the likelihood of their occurrence. These risks serve as inputs to the Business Continuity and Disaster Recovery Plans and help to establish risk mitigation practices designed to reduce the probability and impact of identified risks. These practices include the development of controls, processes, and contingency plans that prioritize the protection of critical assets and minimize exposure to financial, operational, and reputational harm.
[bookmark: Scope]2. Scope
This document is applicable to workflows, assets, operations, applications, and personnel for the organization. The principles of Confidentiality, Integrity, and Availability should be applied to all aspects of this policy.
[bookmark: PolicyStatement]3. Policy Statement
The organization needs to conduct an operational risk assessment annually to identify risks impacting its commitments. Results from the assessment are compiled into the Business Continuity Plan and reviewed by management. Identified security risks are risk-rated, assigned to a risk owner, and tracked to risk mitigation or acceptance.
[bookmark: Definitions]4. Definitions
· Risk: A possible situation or activity which may be deliberate, accidental, or caused by nature which could result in impact to the organizations operations, assets, or people by compromising the security of the information system, or the organization. Threats can impact/affect the confidentiality, integrity, and/or availability of the information system. This may include but is not limited to service outages, data theft, physical harm, or financial loss.
· Impact: Measures the extent of damage in the outcome of a threat event (usually loss or disadvantage). It represents the magnitude of harm expected from a fully materialized threat. Typical outcome scenarios for which the impact should be objectively measured are unauthorized access, unauthorized changes to data, unauthorized deletion of data, partial or complete loss of system availability, etc.
· Likelihood: Given a threat, its likelihood is a qualitative description of the probability that the risk will occur and cause damage. 
· Risk (Priority): A measure of the net harmful consequence of a given threat. It is measured by considering both the likelihood as well as the Impact of the given threat and calculated as below:
Risk = Impact * Likelihood (where * indicates multiplication)
· Risk Assessment: An exercise of making a list of all possible threats posed to the organization in the context of fulfilling its commitments to its customers and other stakeholders. It also measures the computed risk for each threat using the abovementioned method. Finally, the exercise benchmarks the computed risks against a predetermined acceptable risk level. Threats above the acceptable level need to be addressed via mitigation measures.
· Risk Management: The program that implements risk assessment as described above and mitigation measures. Includes recognizing threats and risks, analyzing their likelihood and impact, treating and mitigating their outcomes, and monitoring the mitigation measures. The organization can leverage established Information Security frameworks (e.g., NISTIR 8286, FAIR frameworks, ISO 31000:2018/ISO 31010:2019, ISO 27005, and/or NIST 800-30)
[bookmark: RiskAssessmentandManagementPolicy]5. Risk Assessment & Management Policy
5.1. Common Sources of Risk:
Including, but not limited to:
· Internal and external security risk factors.
· Changes to the regulatory, economic, and physical environment in which the entity operates.
· Risks associated with third-party vendors. Please refer to the Vendor Risk Management (Section 6 of this document) for guidelines on assessing vendors.
[bookmark: RiskAssessment]5.2. Risk Assessment
· While all organizational staff are responsible for identifying, analyzing, evaluating, monitoring, and communicating risks within the scope of their daily responsibilities and authority, the organization should also conduct a formal Risk Assessment at least once a year, or whenever significant organizational or infrastructure changes occur. 
· The risk assessment exercise should be conducted internally by a Red Team, or with the assistance of an accredited third-party with expertise in the identification of corporate and/or cybersecurity risk or vulnerabilities.
· The risk assessment should identify and define the critical assets, locations, infrastructure, and business operations, and identify the potential risks to each (such as loss of power or communications, systems failures, natural disasters, pandemics, data breach, etc.). All risk assessments must have a clearly defined scope.
· Any staff member who spots a potential risk or vulnerability should report them to the organization’s Security Leadership, with execution support from the Security and other relevant teams.
· All staff members are expected to cooperate and support fully with any risk assessment being conducted on systems and procedures. 
· Overall, the development and execution of risk assessments are the joint responsibility of the organization’s Security Leadership, with support from the Security and any other relevant teams for each area being assessed.
· During the risk assessment process, the organizations Security Leadership should document and maintain a Threat Modeling and Analysis process.
· Risk assessment deliverables include a Business Continuity Plan and Disaster Recovery Plan with a risk reduction action plan to manage or mitigate any unacceptable risks. This plan should include:
· Responsible individuals/teams for each incident, along with contact information
· An assessment of impacted assets and services
· Risk Classification and a Business Impact Analysis
· Notification requirements
· Identified remediation steps
· Risks identified are addressed in Business Continuity (BCP) and Disaster Recovery (DR) Plans
· The risk assessment framework should be updated as required in response to new technologies, security frameworks, or incidents. Security Leadership should meet with management and key stakeholders at a regular cadence to identify and document risks.
· Management defines the scope of risk assessment and assembles the risk assessment team with an owner to guide the process (Risk Assessment Lead).
· Given the scope, the risk assessment team then lists potential risks and threats to the systems, sites, environments, and infrastructure.  
· For each risk, the type of impact is identified, and the consequence is qualified using a relative measure on a scale from Minor to Critical, where Minor indicates minimal or negligible impact, and Critical indicates the maximum impact.
· For each risk, the probability or likelihood of occurrence is also qualified. This can be qualified as Unlikely, Rare, Possible, Likely, or Certain.
· The net risk is computed by the above two classifications using the Risk Matrix to achieve a “Risk (Priority)” of Low, Medium, or High or as defined by the organization.
· Based on the identified risks, organizations should take remediation actions and monitor their effectiveness, notifying relevant stakeholders as needed. A Site Security Plan should be included for each organization location.
· It is important to consider the learnings from previous risk assessments. It is recommended to use these learnings to identify how threats to the organization are changing over time and build proactive threat intelligence, which can be used in subsequent risk assessments.
[bookmark: RiskMangement]5.3. Risk Management
· Below is an example Risk Matrix:
[bookmark: _MON_1793433222][image: ]
· When the Risk (Priority) is Low, there are very reasonable grounds to deem the risk acceptable.
· For higher Risk (Priority) values, the risk can still be considered acceptable if the cost of implementing mitigation measures exceeds the net dollar impact that might arise from the risk.
· If the risk cannot be mitigated, and the Risk (Priority) is High, consider purchasing cybersecurity insurance as a protection measure. Consider the net dollar impact that might arise from the risk to evaluate the amount of insurance coverage.
· When the risk assessment is completed and the Business Continuity Plan has been updated, results should be communicated to the affected business units and staff.
[bookmark: ExceptionPolicy]6. Exception Policy
Understanding that the organization may not be able to follow the findings of each risk assessment to conduct critical business operations for a temporary period, the organization should create a formal exception policy to address those instances. 
The exception policy should include:
· Exception request process
· Business justification
· Risk Assessment 
· Documentation of risks introduced by the exception and impact on CIA
· Compensating Controls
· Alternative safeguards to reduce risk
· Approval Workflow
· Who must approve the request
· Expiration & Review
· Time-bound validity of the exception and process for review/reassessment
· Renewal
· Process if an exception must be renewed or extended, including executive review
· Policy Enforcement
· Consequences of not following the exception process
[bookmark: VendorRiskManagement]7. Vendor Risk Management
7.1 Responsibilities
· The Vendor Management Team, or other personnel formally designated by the organization, with support from Security and other relevant teams, should be responsible for ensuring the following:
· Identification of all the organization’s vendors/suppliers.
· Vetting the security controls of third parties before establishing a third-party contract relationship.
· Ensuring approved and up-to-date organization vendor/supplier agreement are in place and have been signed by every third party.
· Maintaining a current and accurate listing of all organization vendors/suppliers.
· Monitoring third parties for adherence to provisions within vendor/supplier agreements (where applicable), service level agreements (SLAs), and contractual security requirements, as applicable.
· Performing periodic or continuous reviews of security measures implemented by third-party service providers.
· The leader of the Vendor Management Team or the team/personnel appointed/defined by the organization should be notified when contracting with a new vendor or in case of any changes to services provided by existing vendors.
7.2 Managing Contracts and Service Level Agreements
· Once a vendor has been selected, it is the responsibility of the leader of the Vendor Management Team or the team/personnel appointed/defined by the organization with the responsibility of vendor management and governance and the leader of the Contract Management Team or the team/personnel appointed/defined by the organization with the responsibility of contract management to ensure that an official contract has been signed between the organization and the vendor.
· In the case of using SaaS vendors, subscription-based products may be chosen to carry out business functions, and in such cases, signing contracts is not possible. For all such cases, it is the responsibility of the leader of the Vendor Management Team or the team/personnel appointed/defined by the organization with the responsibility of vendor management and governance and the leader of the Contract Management Team or the team/personnel appointed/defined by the organization with the responsibility of contract management to ensure the terms of service published by the vendor are appropriately reviewed.
· The Vendor Management Team leader and the Contract Management Team leader, or their designated personnel, should ensure that Non-Disclosure Agreements (NDAs) or Confidentiality Agreements are established with all vendors who have access to sensitive data. If this is not possible, the Vendor and Contract Management leaders, or their designees, should review and approve the vendor’s published privacy policy
7.3 Managing Vendor Risk
· The list of vendors should be identified and maintained by the organization appointed and defined InfoSec Manager, such as Information Security Officer, on a periodic basis. This list should be reviewed at least once a year by the leader of the Vendor Management Team or the team/personnel appointed/defined by the organization with the responsibility of vendor management and governance and the leader of the Contract Management Team or the team/personnel appointed/defined by the organization with the responsibility of contract management, with support from the Security and any other relevant teams.
· Each vendor is evaluated based on the following principles: 
· Impact on the organization’s operations due to unavailability/breach of vendor services.
· Vendor’s access to organization’s sensitive data/information assets.
· Further, Vendors must be assessed on their suitability based on the following considerations: 
· Does the organization have a way to contact the vendor when faced with any service interruptions or degradation?
· Does the vendor have any information security certifications like SOC2, ISO27001, or other industry recognized security certifications?
· Is there sufficient information from the vendor to indicate the security practices they follow?
· In the absence of the above, does the vendor need to be sent a vendor assessment questionnaire?
· What are the organization’s options if the vendor experiences downtime? What happens if the vendor ceases operations suddenly? Are there other potential vendors that the organization could work with in such cases?
Based on the evaluation, the criticality of the vendor services should be defined as per organization’s vendor management and governance policy. Below is one example of vendor service prioritization criteria which can be adjusted as per organization’s vendor management and governance policy:
· High
· Critical services are disrupted
· The vendor has access to most or all critical data
· Medium
· Critical services are functional
· The vendor has restricted access to critical data
· Low
· Minimal impact on critical services
· Minimal access is provided to the vendor
· Depending upon the business needs and the severity of the risk of data involved, the vendor’s certificates or security reports must be collected from the vendor. The leader of the Vendor Management Team or the team/personnel appointed/defined by the organization with the responsibility of vendor management and governance, with support from the Security and any other relevant teams, should ensure the validity of these reports.
· For all vendors that carry the highest risk, appropriate due diligence in the form of reviewing their information security certifications or evaluations through questionnaires should be mandatory.
7.4 Vendor Monitoring & Reviews
· The leader of the Vendor Management Team or the team/personnel appointed/defined by the organization with the responsibility of vendor management and governance, with support from the Security and any other relevant teams, should review the list of vendors and their criticality at least annually, and monitor the service being delivered. In case of any deficiencies noted, they should ensure corrective measures are taken.
[bookmark: DocumentSecurityClassification]8. Document Security Classification
Company Internal (please refer to the organization Data Classification policy for more details).
[bookmark: Noncompliance]9. Non-Compliance
Compliance with this policy shall be verified through various methods, including but not limited to automated reporting, audits, and feedback to the policy owner. Any staff member found to be in violation of this policy may be subject to disciplinary action, up to and including termination of employment or contractual agreement. The disciplinary action shall depend on the extent, intent, and repercussions of the specific violation.
[bookmark: Responsiblities]10. Responsibilities
The leader of the Vendor Management Team or the team/personnel appointed/defined by the organization with the responsibility of vendor management and governance is responsible for approving and reviewing this policy and related procedures. Supporting functions, departments, and staff members shall be responsible for implementing the relevant sections of the policy in their area of operation.
[bookmark: Schedule]11. Schedule
This document should be reviewed annually and whenever significant changes occur in the organization.
[bookmark: ChangeLog]12. Change Log
Changes to this document are logged below:
	Date
	Changes
	Reviewed by
	Version #
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Certain Low Medium High High High

Likely Low Medium High High High

Possible Low Low Medium High High

Rare Low Low Medium Medium High

Unlikely Low Low Medium Medium Medium
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