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Disclaimer: This sample policy is for informational purposes only and does not constitute legal advice. It is a generic template that may not suit your specific circumstances, and should therefore be customized to fit your company’s key security risks, specific business needs, and internal processes. Before adopting or revising this policy, you should consult legal counsel and security professionals to ensure conformance with all applicable laws and current security best practices. The use of this policy is solely at your own risk. Under no circumstances shall Trusted Partner Network, LLC (or any affiliated person(s)) be liable for any damages, claims, losses, or any other cost whatsoever arising out of the use of this policy or any part thereof.
© 2025 Trusted Partner Network, LLC . 
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[bookmark: Objective]1. Objective
The objective of this policy is to establish and maintain a comprehensive Security Awareness and Training Program that ensures all employees, contractors, interns, freelancers, and third-party partners understand their role in protecting the Organization information assets. This program aims to cultivate a security-conscious culture by providing ongoing education, resources, and practical training on security policies, procedures, and best practices. Through this initiative, the organization seeks to reduce human-related security risks, ensure compliance with relevant regulatory requirements, and enhance the overall security posture of the organization.
[bookmark: Timeline]2. Timeline
· All relevant full- and part-time employees, consultants, contractors, interns, freelancers, and temporary workers must complete an assigned training module, course, or session upon hire which is tailored to cover specific security topics which are relevant to the individual’s role within the organization and responsibilities (i.e.: executive management, owners, employees who interact with content, employees who support, develop or maintain applications, etc.).
· Once employed, all relevant full- and part-time employees, consultants, contractors, interns, freelancers, and temporary workers must complete an assigned training module, course, or session at least once annually.
[bookmark: Requirements]3. Requirements
· Awareness training on organizational policies should also be conducted upon hire, at least once a year thereafter, and after introduction of new processes and technologies.
· Training should be reviewed and updated after the introduction of new processes and technologies.
· Formal information security training including, but not limited to, business email compromise, restriction of personal devices, not using the same password or passphrase on multiple accounts, project specific training (including access approval process and incident escalation before commencement of project), social engineering, ransomware, malware, and phishing. Training shall be provided to employees upon hire and at least once a year thereafter.
· Training should also cover MPA Content Security Authentication Best Practices (TS-1.6), including complexity, multiple account usage, etc.
· Organizational policies and the formal information security training deck shall be made available to all employees internally such as on an internal portal.
· The effectiveness of this training should be tested at least once annually internally or with the assistance of a third-party security awareness training vendor. Testing may include but not be limited to one of the following:
· Phishing Campaigns
· Tabletop Exercises
· Online Assessment
· All security training and testing efforts should be logged including:
· Date the training session took place
· Topic(s) covered
· Attendees and who successfully completed the module/course/session.
[bookmark: Violations]4. Violations
Compliance with this policy should be verified through various methods, including but not limited to automated reporting, audits, and feedback to the policy owner. Any staff member found to be in violation of this policy may be subject to disciplinary action, up to and including termination of employment or contractual agreement. The disciplinary action should depend on the extent, intent, and repercussions of the specific violation.
[bookmark: DocumentSecurityClassification]5. Document Security Classification
This document is to be considered Company Internal (please refer to the organization Data Classification Policy for details).
[bookmark: Responsibilities]6. Responsibilities
The Executive Management or Senior Leadership should be responsible for approving and reviewing this policy and related procedures. Supporting functions, departments, and staff members should be responsible for implementing the relevant sections of the policy in their area of operation.
[bookmark: Schedule]7. Schedule
This document should be reviewed regularly and whenever significant changes occur in the organization.
[bookmark: ChangeLog]8. Change Log
Changes to this document are logged below:
	Date
	Changes
	Reviewed by
	Version #
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