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Disclaimer: This sample policy is for informational purposes only and does not constitute legal advice. It is a generic template that may not suit your specific circumstances and should therefore be customized to fit your company’s key security risks, specific business needs, and internal processes. Before adopting or revising this policy, you should consult legal counsel and security professionals to ensure conformance with all applicable laws and current security best practices. The use of this policy is solely at your own risk. Under no circumstances should Trusted Partner Network, LLC (or any affiliated person(s)) be liable for any damages, claims, losses, or any other cost whatsoever arising out of the use of this policy or any part thereof.

	Important: Scope of This Policy
This policy covers Work From Home (WFH) arrangements only. WFH is defined as remote access to company enterprises or cloud resources through approved secure connections. Content and client data must always remain within organizational or approved cloud systems, and no local copies of content or client data are created or stored on remote devices under this agreement. 
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[bookmark: _Toc233037416][bookmark: _Toc233043531]1. Purpose
This policy establishes the requirements and expectations governing Work From Home (WFH) arrangements for all personnel who access company systems, data, and content remotely. WFH is defined as remote access to company enterprise or cloud resources through approved secure connections, where content and client data always remain within organizational and/or approved cloud systems. No local copies of content or client data are created or retained on remote devices under a WFH arrangement.

This policy does not govern arrangements in which content and/or client data are downloaded and stored locally on a remote device. Any activity that involves creating a local copy of content or client data on a remote device falls outside the scope of this policy.

This template is intended as a baseline. Organizations shall tailor each section to reflect their specific client requirements, infrastructure, and applicable laws and regulations. Where a section references MPA Content Security Best Practice controls, the corresponding control IDs are listed in the Reference Index at the end of this document.

[bookmark: _Toc233037417][bookmark: _Toc233043532]2. Scope
This policy applies to all personnel engaged in Work From Home arrangements, including full-time and part-time employees, consultants, contractors, interns, freelancers, and temporary workers. It applies regardless of whether remote work is conducted from a home office, a temporary location, or any environment outside of a company-managed facility, provided that the activity involves remote access to enterprise or cloud resources only and does not involve local storage of content or client data.

For personnel accessing production environment(s) and/or information systems that store, transmit and/or manipulate studio or client content in a WFH arrangement, the requirements in this policy are supplementary to all applicable client requirements, contractual obligations, and MPA Content Security Best Practices. In the event of a conflict between this policy and a client requirement, the more restrictive requirement applies. Any activity that involves creating or retaining a local copy of content or client data on a remote device falls outside the scope of this policy and is not authorized under these terms.



[bookmark: _Toc233037418][bookmark: _Toc233043533]3. Policy Statement
Remote work may be structured as a privilege granted on a case-by-case basis or as the primary operating model for the organization. Regardless of the arrangement, all personnel working remotely remain subject to the same security obligations, performance expectations, and organizational standards as personnel working on-site. Where remote work is the primary operating model, formal authorization and documentation requirements still apply and must be established at onboarding.

Organizations must establish, implement, and regularly review this policy in accordance with applicable laws, regulations, and client requirements. This policy must be communicated to all relevant personnel during onboarding and reviewed annually or upon significant changes to infrastructure, systems, or client requirements.

[bookmark: _Toc233037419][bookmark: _Toc233043534]4. Content Classification and Handling
Not all remote work carries the same risk profile. Organizations should apply controls proportionate to the sensitivity of the content being handled. At a minimum, the following classification tiers apply:

	Content Tier
	Description and Handling Requirements

	General Company Data
	Internal communications, administrative files, and non-content work accessed remotely. Standard remote access and endpoint controls apply.

	Client or Confidential Data
	Business-sensitive information, client deliverables, and contractual materials accessed via approved cloud or enterprise systems. Encrypted connections required. Access is limited to authorized personnel. 

	Studio Content
	Unreleased, confidential, or client-approved content accessed remotely via approved secure connection. Content remains on organizational or client-approved systems at all times. No local copies may be created or stored. Remote access must be explicitly authorized and approved by the client. All MPA Best Practice requirements apply. 






[bookmark: _Toc233037420][bookmark: _Toc233043535]5. Authentication and Access Control
Remote access to company systems must be restricted to authorized personnel using compliant, managed devices. The following requirements apply to all remote work arrangements:

[bookmark: _Toc233037421]5.1 Authentication
All remote access must require strong authentication. Weak or shared credentials are not acceptable under any circumstances.
1. Each user must have a unique username. Shared accounts are prohibited.
1. Multi-factor authentication (MFA) is required for all remote access to company systems, including email, file storage, and any system that touches client content.
1. Passwords must meet the organization's complexity and length requirements. Passwords must not be reused across systems or shared with other individuals.
1. Remote sessions must be terminated automatically after a maximum of 15 minutes of inactivity.
1. Devices must automatically lock after a maximum of 15 minutes and require re-authentication to regain access.

Note: For personnel handling studio content, MFA must use an application-based authenticator or hardware key. SMS-based MFA is not recommended for high-sensitivity environments.

[bookmark: _Toc233037422]5.2 Access Control and Least Privilege
Access to systems and data must be granted based on the principle of least privilege. Personnel receive only the access necessary to perform their defined role. The following requirements apply:
1. Access rights must be formally authorized, documented, and periodically reviewed.
1. Access to studio or client content systems must be limited to personnel with a specific, documented need.
1. Permissions must be reviewed at a minimum on a quarterly basis. Inactive or unnecessary access must be removed promptly.
1. Privileged access, including administrative accounts, must be subject to enhanced controls and must not be used for routine work activities.

[bookmark: _Toc233037423]5.3 Identity and Access Management
The organization must maintain an accurate and current inventory of all accounts with remote access, including user accounts, service accounts, and administrative accounts.
1. Access must be managed through a defined IAM process using role-based or attribute-based access controls.
1. Service accounts must be inventoried, regularly reviewed, and restricted to the minimum permissions required for their function.
1. Unauthorized account sharing is prohibited under all circumstances.



[bookmark: _Toc233037424][bookmark: _Toc233043536]6. Remote Access Infrastructure
All remote connections to company systems must use approved, secure methods. Direct access to production or content networks over unsecured connections is prohibited.

[bookmark: _Toc233037425]6.1 VPN and Secure Connectivity
1. Remote access must be conducted over a VPN or equivalent approved secure connection. Public or unsecured networks must not be used without this protection in place.
1. VPN configurations must prohibit split tunneling to ensure all remote traffic is routed through the organization's security controls, unless the VPN is configured with sufficiently restrictive controls including specific port, protocol, and host restrictions to prevent unauthorized access to content systems. Any exception must be documented and approved.
1. Connections must use AES-256 encryption at a minimum.
1. Remote access to content transfer systems must be explicitly authorized and limited to approved personnel.

[bookmark: _Toc233037426]6.2 Wireless Network Security
When working remotely, personnel are responsible for ensuring their wireless network environment meets the following minimum-security requirements.
1. Wireless networks used for work must be secured using WPA2 or WPA3 encryption with a unique, strong password.
1. Default router credentials and factory settings must be changed before use.
1. Public or shared wireless networks must not be used to access company systems or handle client content without explicit organizational approval and appropriate compensating controls such as VPN.

[bookmark: _Toc233037427]6.3 Monitoring and Session Management
Remote access activity must be logged and reviewed. Organizations must implement controls to detect and respond to unauthorized or anomalous remote access.
1. Remote access activity must be logged, including authentication events, session duration, and access to sensitive systems.
1. Logs must be reviewed regularly for suspicious or unauthorized behavior.
1. Remote sessions must be terminated after periods of inactivity as defined in section 5.1.
1. For personnel handling studio content, remote access activity must be retained in logs for a minimum period consistent with client requirements.



[bookmark: _Toc233037428][bookmark: _Toc233043537]7. Endpoint Security
All devices used for remote work must be authorized, securely configured, and maintained in accordance with the organization's security standards. This applies to both company-owned and personally owned devices where use has been formally authorized.

[bookmark: _Toc233037429]7.1 Device Requirements
1. Devices must have current endpoint protection software installed and active, including anti-malware and a host-based firewall.
1. Operating systems and applications must be kept current with security patches applied within defined timeframes.
1. Device storage must be encrypted using AES-256 or equivalent. This is mandatory for any device that accesses client or studio content.
1. Security controls must not be disabled. Personnel must report lost or compromised devices immediately.
1. Screen lock must be enabled and must activate automatically after a maximum of 15 minutes of inactivity.

[bookmark: _Toc233037430]7.2 Systems Configuration
1. Devices must be configured in accordance with the organization's security baseline before being used for remote work.
1. Unnecessary software, services, and protocols must be disabled or removed.
1. Local administrative access must be restricted. Personnel must not have administrator rights on their remote company devices unless explicitly required and formally authorized.
1. Input and output controls, including USB, external storage, and wireless transfer technologies such as Bluetooth and AirDrop, must be disabled on devices that access content systems.

[bookmark: _Toc233037431]7.3 Personal Devices (BYOD)
The use of personally owned devices for WFH arrangements is subject to formal authorization and must meet the same security requirements as company-issued devices. Under a WFH arrangement, personal devices are used to connect to enterprise or cloud resources only. Content and client data must not be downloaded or stored locally on personal devices under any circumstances.
1. Personal devices must have endpoint protection, drive encryption, and patch management controls in place before authorization is granted.
1. Personal devices may be used to access approved enterprise or cloud systems remotely but must not be used to download or locally store content or client data.
1. The organization retains the right to revoke authorization for personal device use
 
Note: Organizations should carefully evaluate whether BYOD is appropriate for personnel accessing studio content remotely. Review all applicable client requirements before authorizing BYOD for content or sensitive access.


[bookmark: _Toc233037432][bookmark: _Toc233043538]8. Physical Security and Work Environment
Personnel working remotely are responsible for maintaining an appropriate physical work environment that protects company and client information from unauthorized access or observation.

[bookmark: _Toc233037433]8.1 Workspace Requirements
1. Work involving sensitive or client information must be conducted in a private space where screens and materials cannot be viewed by unauthorized individuals.
1. Content must not be visible to household members, visitors, or others who are not authorized to access it.
1. Personnel must position screens to prevent observation from windows, shared spaces, or areas accessible to others.
1. Printed materials containing sensitive or client information must be kept secure and disposed of using approved methods.

[bookmark: _Toc233037434]8.2 Household Access Controls
The remote work environment must be treated with the same access discipline as an organizational facility. Personnel are accountable for who have access to their workspace and devices.
1. Devices must be locked or secured when not in use, even within the home.
1. Company systems and data must not be accessed by family members, household members, or any individual who is not an authorized company employee or contractor.
1. Where required by the client, confidentiality agreements should be in place for individuals with regular access to the physical remote work environment, such as household members in close proximity to content work, in accordance with all local laws and regulations.

[bookmark: _Toc233037435]8.3 Studio Content Handling in Remote Environments
Organizations handling studio or pre-release content in remote environments must apply enhanced physical controls appropriate to the sensitivity of the material.
1. Screening, review, or handling pre-release content must occur in a space that provides sufficient privacy and prevents unauthorized viewing.
1. Content must not be left unattended on screen or accessible to unauthorized individuals at any time.
1. Client-specific physical security requirements, including alarm system, camera system, and entry control requirements, apply where stipulated in client agreements.
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Data handling requirements in remote environments are consistent with organizational policy and must reflect the sensitivity of the information being handled.

[bookmark: _Toc233037437]9.1 Data Requirements
Under the WFH arrangement, content and client data remain on organizational or approved cloud systems at all times. The following requirements apply:
1. Content and client data must not be downloaded or stored locally on remote devices under a WFH arrangement. Any requirement to work with a local copy of content falls outside the scope of this policy and requires a separate agreement with explicit written client authorization.
1. Company data must be stored only on approved organizational or cloud systems.
1. Removable media must not be used to store or transfer content or client data in a WFH arrangement.
1. Backups of any content temporarily cached or buffered through approved systems must be managed in accordance with organizational and client requirements.

[bookmark: _Toc233037438]9.2 Data Transfer
1. All access to and transfer of client or studio content must use approved, encrypted connections to organizational or cloud systems. Content must remain on those systems and must not be downloaded to remote devices.
1. Content must not be transferred to personal devices, personal email accounts, removable media, or any system not approved for content handling.
1. Transfer or access activity involving studio content must be logged in accordance with client requirements and organizational policy.

[bookmark: _Toc233037439]9.3 AI and Large Language Model Usage
The use of AI tools and large language model platforms in remote work environments introduces specific data protection risks that must be actively managed.
1. Pre-release, confidential, or client content must not be entered into any public AI or LLM platform unless explicitly authorized in writing by the client and in accordance with organizational policy.
1. Personnel must follow the organization's AI governance policy when using AI tools in remote environments. Only approved AI tools may be used for work involving clients or studio content.
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Personnel transitions carry specific security risks in remote work environments because access to systems, data, and devices may be less directly observable than in a managed facility. The following requirements apply to all remote workers.

[bookmark: _Toc233037441]10.1 Onboarding
1. Remote work access must be formally authorized before any system access is provisioned.
1. All relevant policies, including this policy, must be communicated and signed off prior to access being granted.
1. Required training, including security awareness training specific to remote work and content handling, must be completed before access to client or studio content is permitted.
1. Confidentiality and NDA agreements applicable to the role must be executed during onboarding.
1. An audit trail must be created documenting the date access was provisioned and confirmed by a system administrator.

[bookmark: _Toc233037442]10.2 Offboarding
Timely and complete offboarding is one of the highest-priority security controls for remote work environments to ensure terminated personnel do not retain device and system access beyond what is intended.
1. All physical and digital access must be de-provisioned promptly upon separation. The organization must define and enforce a maximum time between termination and account disablement.
1. All company-issued devices and assets must be returned in accordance with organizational procedures.
1. Ownership of data and access must be formally transferred to an appropriate individual.
1. Confidentiality and NDA obligations that survive employment must be communicated and acknowledged at offboarding.
1. An audit trail must be created documenting the access removal date and confirmed by a system administrator.
1. All signed agreements must be retained.

Note: Organizations should maintain a reconciliation process comparing HR termination records to active account status on at least a monthly basis. Unresolved gaps between termination date and account disablement can result in a material finding in TPN assessments.



11. Training and Security Awareness
Security awareness is a critical control for remote work environments where personnel operate with less direct supervision and greater individual responsibility for maintaining secure practices.
1. All personnel must complete security awareness training at onboarding and on an annual basis at a minimum.
1. Training must cover remote work-specific risks including phishing, credential theft, physical security, and secure handling of client content.
1. Organizations handling studio content must include content security awareness as a specific component of training, covering the risks of unauthorized sharing, AI tool misuse, and data handling obligations.
1. Personnel must be made aware of acceptable use requirements, including social media restrictions related to client projects and pre-release content.
1. All training completion must be logged and records retained for an audit trail.

[bookmark: _Toc233037444][bookmark: _Toc233043542]12. Vulnerability Management and Security Testing
Remote work environments extend the organization's attack surface and must be included in the organization's vulnerability management and security testing programs.

[bookmark: _Toc233037445]12.1 Vulnerability Management
1. Remote endpoints must be included in the organization's vulnerability scanning program.
1. Identified vulnerabilities must be remediated within defined timeframes based on severity.
1. Web filtering must be in place and active on remote devices to protect against malware, ransomware, and malicious sites.
1. Corporate email filtering must be active for all remote workers to detect phishing, malware, and unauthorized content transmission.

[bookmark: _Toc233037446]12.2 Penetration Testing
1. Remote access infrastructure, including VPN configurations, authentication systems, and network segmentation controls, must be included in the scope of the organization's annual penetration test.
1. Testing may also include scenarios that simulate compromise through a remote access endpoint to validate that controls prevent lateral movement into content or production networks.
1. Findings must be remediated in accordance with the organization's penetration testing remediation process.
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13. Risk Management and Incident Reporting
Organizations must periodically assess the risks associated with remote work arrangements and implement controls proportionate to those risks.

1. Remote work risks must be included in the organization's broader risk management process and reviewed at least annually.
1. Personnel must report security incidents, suspected breaches, lost or stolen devices, and any suspicious activity through defined incident reporting procedures immediately upon discovery.
1. Incidents involving studio or client content must be reported to the relevant client(s) in accordance with contractual obligations and the organization's incident response plan.
1. The organization must maintain an incident response process that addresses remote work scenarios specifically, including how to contain a breach when a remote endpoint is involved.
[bookmark: _Toc233037448][bookmark: _Toc233043544]14. Business Continuity
Remote work arrangements must be supported by the organization's business continuity and disaster recovery plans to ensure that critical operations can be maintained during disruptions.

1. Personnel must be aware of their responsibilities under the organization's business continuity plan and remain reachable during declared disruptions.
1. Critical systems, data, and communication capabilities must remain accessible to authorized remote personnel during business continuity events.
1. Remote work procedures must be tested periodically as part of the organization's broader business continuity testing program.

[bookmark: _Toc233037449][bookmark: _Toc233043545]15. Policy Administration and Compliance
This section governs how the organization authorizes remote work, maintains this policy over time, and enforces compliance. Clear administration of remote work eligibility and policy obligations ensures that WFH arrangements are consistently managed, regularly reviewed, and enforced in a manner that protects the organization, its personnel, and its clients.
[bookmark: _Toc233037450]15.1 Authorization and Eligibility
1. Roles eligible for remote work must be formally defined by the organization.
1. Formal written approval must be obtained before remote work commences. Eligibility may consider role suitability, tenure, and performance.
1. A current list of authorized remote workers must be maintained and reviewed regularly for discrepancies.

[bookmark: _Toc233037451]15.2 Policy Review
1. This policy must be reviewed at a cadence defined by the organization, at a minimum annually, and following any significant change to infrastructure, systems, client requirements, or applicable laws and regulations.
1. All changes must be logged in the Change Log at the end of this document.
1. Updated versions of this policy must be communicated to all relevant personnel and re-acknowledged.

[bookmark: _Toc233037452]15.3 Non-Compliance
1. Failure to comply with this policy may result in disciplinary action, up to and including revocation of remote work privileges, termination of employment or contract, and notification of relevant clients where a breach of client requirements has occurred.
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[bookmark: _Toc233037454]MPA Content Security Best Practices v5.3.1
The following MPA Content Security Best Practice controls are relevant to ensure that remote work is conducted securely. Organizations should review each control in full within the MPA Best Practices. This index below is provided for reference.

	Control ID
	Control Title
	Relevance to Remote Work

	OR-1.1
	Acceptable Use Policy
	Governs social media use and prohibition on sharing pre-release content information.

	OR-3.1
	On-boarding
	Audit trail, access provisioning, NDAs, and policy acknowledgment for remote workers.

	OR-3.2
	Off-boarding
	Timely de-provisioning, asset return, NDAs, and audit trail for remote worker separations.

	OR-3.3
	Training & Awareness Program
	Security awareness training requirements include remote work and content handling.

	OR-3.4
	Contracts & SLAs
	Third-party security requirements including background screening and NDAs for remote contractors.

	OP-2.1
	Remote Sites & Locations
	Policy and process requirements for remote work locations.

	PS-1.0
	Entry / Exit Points
	Physical access controls where required by clients for remote environments.

	PS-1.4
	Alarm System
	Alarm system requirements where required by clients for remote environments.

	PS-3.0
	Camera System
	Camera system requirements where required by clients for remote environments.

	TS-1.1
	Systems Configuration
	Baseline security configuration for all remote endpoints.

	TS-1.3
	Endpoint Protection
	Anti-malware and endpoint security requirements for remote devices.

	TS-1.6
	Authentication
	MFA, password, and session requirements for remote access.

	TS-1.7
	Authorization
	Least privilege and access review requirements for remote workers.

	TS-1.8
	Identity Access Management
	IAM process requirements including account management and service accounts.

	TS-1.9
	Corporate Email Filtering
	Email filtering requirements for remote worker devices.

	TS-2.9
	Remote Access
	VPN, encryption, session management, and remote access infrastructure requirements.

	TS-2.10
	Web Filtering
	Web filtering requirements to protect remote devices from malware and malicious sites.

	TS-2.12
	Cloud Service Provider & Consumer
	Cloud access controls applicable to remote work environments.

	TS-3.0
	Encryption
	Encryption requirements for content at rest and in transit from remote environments.

	TS-4.0
	Vulnerability Management
	Vulnerability scanning requirements include remote endpoints.

	TS-4.1
	Penetration Testing
	Penetration testing scope includes remote access infrastructure.
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